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Data Breaches, Cybersecurity, and the New Normal

By Scott M. Higgins, CISA, CRISC, CRMA, Director, WeiserMazars LLP
& Moises Brito, CPA, CISA, CIPP/US, Manager, WeiserMazars LLP

During the first nine months of 2015, organizations from a range of industries have been affected by
cybersecurity breaches. Just a few of the more famous victims include Anthem Inc., The Internal
Revenue Service (IRS), British Airways, and Ashleymadison.com.

These organizations all have one thing in common - each possesses valuable consumer data such
as names, addresses, credit card numbers, financial institution information, protected health
information, and social security information. In the face of these ongoing threats, it is vital for
businesses of all kinds to have a strategic plan to safeguard their operations.

“This is the new normal,” says S. Gregory Boyd, Partner and Chairman of the Interactive
Entertainment Group at Frankfurt Kurnit Klein & Selz. “Especially for media companies. We're
seeing regular breaches across the industry both generally and in response to stories, movies, or
other products that an individual or country doesn’t like. All organizations need to be ready for
cybersecurity breaches and do what they can to protect themselves.”

An Effective Strategy

The first step when developing a cybersecurity strategy is to perform arisk assessment. The goal is
to identify security vulnerabilities involving the transaction and storage of sensitive information, and
then allocate resources for protecting that data commensurate with the level of risk involved.

A risk assessment should be performed for each unique application, and the related infrastructure,
that performs transactions and stores data.

Each risk assessment should begin with a detailed understanding of all business use of data and
surrounding controls, and include all outsource areas such as, payroll, asset custody, or claims
processing.

The result of an effective assessment will be determining which data is worth protecting (including
personal information of customers and employees, and confidential business and development
plans), and a clear vision of how to improve security to better protect it.

Says Justin Berman, VP of Information Security at Flatiron Health, “It's important to really
understand what you are actually protecting. It's easy to assume that we are all protecting the same
thing, but the truth is that protecting a hedge fund is different than protecting a health care
organization.

There are different areas that need attention and different approaches that need to be taken based
on the organization’s specific data profile.”
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How Operations Affect Cybersecurity

The operations of each organization have a significant impact on cybersecurity posture. Personnel,
processes and technologies must all work together to protect the organization’s assets.

Personnel

Organizations should strive to recruit individuals at all levels who have a fundamental understanding
of common security practices. About 29% of breaches that occurred in 2014 were caused by
employee-related errors.

Regular training sessions and periodic recertification of security requirements should be offered,
backed by policies such as “clean desk” and daily shredding to make sure printed information with
confidential data is not leaked.

Cybersecurity personnel should have a deep knowledge of best practices including those
established by the National Institute of Standards and Technology (NIST), the Information Systems
Audit and Control Association, (ISACA) and SANS Institute (SANS).

Employers should institute sound hiring practices such as background and reference checks for all
security personnel, and arrange a demonstration of their skills.

Depending on the company’s structure and size, it can be worthwhile to put in place an independent
Chief Information Security Officer (CISO) and dedicated staff responsible for ensuring technology
and information assets are adequately protected. Outsourcing of the function is possible, but a
clear understanding of vendor management risk is essential.

Leveraging Processes

Day-to-day processes have a tremendous impact on the cybersecurity posture of a company.
Controls should be deployed that are automated and preventive to minimize information and
cybersecurity-related risks.

As companies grow, many rely on detective controls to manage their operations, usually through
the IT department. For example, about 43% of organizations surveyed say that they still manually
review logs.

The manual review of logs is a difficult and sometimes incomplete process. It is a better use of
security personnel to design and implement preventive controls and real-time monitoring techniques
and processes in cooperation with Compliance and Internal Audit.

Along with other measures such as: adequate review of personnel; disabling USB ports on PCs;
and automated scanning of emails for sensitive or confidential information, these improved
processes will decrease the likelihood of data leakage.

Strengthening IT controls can also increase the efficiency of other business functions — a win/win.
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Implementing Technology

Consistent patching, penetration exercises and vulnerability management is part of a well-run IT
department. IT departments should also vet new technologies for any risks that they may introduce
to the current organizational environment. Common industry practices should be used at all levels,
such as encryption during data movement and at rest.

Cloud computing introduces additional security risks because of the greater dependency on third
parties, increased reliance on independent assurance processes, and use of the internet as the
primary conduit to the organization’s data. If a company uses a cloud solution, they should
thoroughly assess the risks associated with public and private clouds.

Incident Response

Depending on the data that an organization holds, it may be subject to attacks hundreds of times a
day. If a breach happens, a well-executed incident response plan can mean the difference between
additional data loss or finding the source.

Companies should have an incident response team with pre-established policies and procedures
that are compliant with the breach notification laws of each state where business is done or
sensitive data stored. The team should be made up of people from different functional areas so that
every group that may be affected by a breach has first-hand knowledge of what’s going on.

Incident response procedures should have step by step guidance for declaring, reporting, and
containing a breach. Additional forensic information may also need to be included, depending on
applicable laws. Law enforcement personnel should not be contacted until the organization’s legal
counsel has authorized its involvement. If malicious intent is suspected, however, this may be the
best course of action. Law enforcement personnel can help internal teams determine the scope of
the breach and if a similar breach has been experienced at other businesses. After affected assets
have been removed from the system, a full forensic audit of the company's records and any
recordings of the events that led to the breach should be conducted. Employee communication is
critical during a breach - the more knowledge employees have about what happened, the more
likely they are to comply with existing controls, and may recommend new controls that should be in
place.

CyberSecurity & ERM

The Department of Homeland Security's Cyber Risk Management Primer for CEOs describes key
cyber risk management concepts:

1) Incorporate cyber risks into existing risk management and governance processes.
2) Begin cyber risk management discussions with your leadership team.
3) Implement industry standards and best practices. Don't rely on compliance.

4) Evaluate and manage specific cyber risks.

5) Provide oversight and review.

6) Develop and test incident response plans and procedures.

7) Coordinate cyber incident response planning across the enterprise.
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8) Maintain awareness of cyber threats.

“Many people, even top-level management, don't include cybersecurity in their ERM,” notes Nicolas
Quairel, Partner and head of IT Consulting at WeiserMazars LLP. “They don't include it because
they don't see where it fits in the traditional structure.

But the truth is that cybersecurity risks are very serious and need to be included in any
comprehensive ERM program. There is a direct connection between technology risk and business
risk.”

It has become increasingly important to treat cybersecurity risk as any other business risk,
including considering it in the Enterprise Risk Management (ERM) program. Cybersecurity’s deep
impact on consumer perception, the overall business, and revenue, make it an organizational risk,
not just an IT risk.

Recent guidance from COSO explained how its 2013 framework and 2004 Enterprise Risk
Management, Integrated Framework can help companies evaluate and respond to cybersecurity
risks.

Barriers to Getting Started

Often times finding the right individuals and establishing knowledgeable committees make treating
cybersecurity with appropriate seriousness a major challenge.

A strategic vision and process must be developed, including designating who is responsible for
cybersecurity and information systems at the C-suite level, such as an independent CISO.

Risk committees and measurement programs should also be put in place to evaluate inherent and
residual cyber risks, and to incentivize and track the progress made in these areas.

As cybersecurity risks become more complex, the longer organizations take to adapt to the new
landscape makes it more likely that sensitive and confidential data will be compromised.

Sources
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http://www.sans.org/reading-room/whitepapers/incident/incident-response-fight-35342

http://www.dhs.gov/sites/default/files/publications/C3%20Voluntary%20Program%20-
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